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SessionA: 55 Questions
SessionB: 55 Questions
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A current IBM Tivoli security custamer is highly satisfied with their current 1BM Tivoli Identity Manager (Tivoli Identity Manager) and IBM Tivoli ACCESS

Manager (Tivoli Access Manager) implementations. The customer has benefited greatly from their user management and provisioning, authentication,
autharization and Web single sign-on processes now in place.

The customer sees the value of Web services and wants to leverage their business partnerships to greatly expand their online services, for a relatively

stnall investrment. They are expecting that their existing Tivoll Identity Manager and Tivoli Access Manager investments can sirmply be stretched to
include these busingss-to-business (B2B) flows.

IBW Tivoli Federated Identity Manager should be added to this scenario to address which security requirement?

© A the blocking of threats that might otherwise cross enterprise boundaries

" B. the integration with firewalls that control security between any two businesses invalkved in these B2B flows
© ¢ the handling of potential millions of users, which neither Tivoli Identity Manager nor Tivoli Access Manager is built to address
@0

the handling of multiple types of standards-based protocols and user tokens that need to be passed between participating businesses

Select the best answer.

Hext I Item Review
Answer: D

Comment Help
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After a number of interviews with various customer personnel, the term "user productivity — logon and transaction experience” came up as a business
process. Other than the ward "logon”, there is not much in the way of additional description that gives insight into how that process relates to security.

wWhat is @ good list of security (and related) elements that relate most closely to the process as identified above?
A firewall, filtering router, and intrusion detection

" B. 55L acceleration, content filtering, and pop-up hlockers

@ C. single sign-on, persanalization, scaladility, and availability

" D identification, public-key infrastructure, and multi-factar authentication

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: C
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YWhat are two benefits of IBM Tivoli Directory Integrator? (Choose two.)

™ A, Itprovides a simple interface for irmproving Active Directary content and making this content available for other uses.

W B. It perfarms real time synchronization between identity data sources to establish an authoritative identity data infrastructure.

V¥ C. Itprovides a framework for rapid integration develapment and relieves what the customer typically has to hand-code from scratch.

D Itmakes building data flow fast and easy, which eliminates the need for traditional design and implementation decisions inherent in other
productions.

[T E. It provides a framework that enables a company to integrate multiple security software into existing structures, as opposed to forcing the

cormpany to develop new [T infrastructure.

Select 2 answers.

Hext I Previous Item Review LComment
Answer: BC

Help
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wWhile reviewing the current security policies for a company, it is discovered that a standard exists, which dictates that information access must conform
to HIPAA. Currently the customer has no autarmated method to verify adherence to this policy.

Which IBM Tivoli security solution is recommended to provide the customer with the ability to report on exceptions to this palicy?
" A IBM Tivoli Identity Manager

@« B IBM Tivoli Security Compliance Manager

" C. IBM Tivoli Access Manager far e-business

" 0. IBM Tivoli Access Manager for Enterprise Single Sign-on

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: B
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wWhat is an indication that the deployment of IBM Tivoli Identity Manager have reached its maturity phase?
A Al significant applications are covered.

" B. Password synchronization is implemented.

@ C. Raole-based access cantral is fully implemented.

" D, Fullworkflow for account management is implemented and the organizational tree is established.

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: C
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which encryption method is used by 1BM Tivoli Access Manager (Tivoli Access Manager) for e-business when Tivoli Access Manager is configured with
the FIPS mode enabled?

A, 5503
@B TLSw
o WRAYD

D, kerheros

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: B
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which statement is true about new initiative deployment?

AL New initiatives typically involve advanced authentication, and advanced authentication rmust be properly provisioned.

" B. Mew initiatives are typically coded in Java, MET or C++, and each of these requires a tool that measures security compliance.

 C. Al new initiatives require a senvice-oriented architecture (SOA), and SOA standards demand that & security component be present.

@ 0. Mewly deployed applications can be coded, tested and updated more quickly It an authentication and authorization solution is used that avoids
coding security into the application.

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: D
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wWhich option best classifies IBM Tivoli SEcurity Operations Manager?
@ A Security Event Management Platfarm

" B. Secure Multi-platform Management Platform

" C. Security Integration and Entitlement Platfarm

" 0. Centralized Security Management Architecture

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: A
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wWhat are the two ways of configuring federation with IBM Tivoli Federated Identity Manager? (Choose two )
A LTPA

¥ B. Browser Post

[T C. Shared Cookies

[ 0. Credential Cache

W E.  Artifact Resolution

Select 2 answers.

Hext I Previous Item Review LComment Help

Answer: BE
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IBM is using the Enhanced “alue Based Pricing principle for the IBM Tivoli products. What does this mean?
@ A The pricing is determined by what is managed.

" B. The pricing is only determined by the number of users.

" C. The pricing is determined by the number of products installed.

D, The pricing is determined by the number of server installations.

Select the best answer.

Hext I Previous Item Review LComment Help

Answer: A
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Fundamentals of Applying Tivoli Securitp and Compliance Management Solutions

Section Title Score
E stablish the Customer's Baseline 100
Evaluate the Customer's IT Processes. Peopl. . 100
Identify Security Opportunities

100
Create, Justify, and Deliver Solution Design/... 95
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